
 

 

  
Abstract—In this paper, we propose a new asynchronous 

method based on a Null Convention Logic (NCL) to improve 

power consumption for low power integrated circuits. The reason 

is because the NCL based designs do not use a clock, it eliminates 

the problems related to the clock and its power consumption 

reduces significantly. To show the advantages of the selected 

method, we propose two design models using the synchronous 

circuit design method, and the NCL based asynchronous circuit 

design method. To test these two design models conveniently, we 

also propose an extra automatic test model. In this study, the 

AES decryption is used as an example to illustrate both methods. 

The two above proposed AES decryption models are simulated 

and synthesized at the various corners by VCS and Design 

Compiler tool using TSMC standard cell libraries in 65nm 

technology. The synthesis results of the two above mentioned 

models indicated that the power consumption of the NCL based 

asynchronous circuit model is 3 times lower than that of the 

synchronous circuit model, and significantly improves (from 94% 

to 98%) compared with the results of the other authors. The 

processing speed of the NCL based asynchronous circuit 

paradigm is able to achieve a maximum speed.  

 

Keywords—Advanced Encryption Standard (AES), 

Decryption, Synchronous method, Asynchronous method, 

Null Convention Logic.  

I. INTRODUCTION 
HE synchronous circuits always use clock pulses to control 
their operation, so the problems of the clock skew, clock 

tree, noise, and power consumption are the disadvantages of the 
synchronous circuits [1]. There have been many low power 
integrated circuits studied in recent years such as the application 
of FinFET technology for low power circuits [2], ten-core low 
power AES encryption models [3], low power wake-up 
receivers applied for wireless sensor network [4], low power 

 
 

 

and high-performance FFT with various radices [5], low 
power integrated circuits for automatic epilepsy seizure 
detection [6], and some relevant studies can be found in [7], 
[8], and [9]. However, all of them have not achieved a 
considerable level of optimization yet. This is because 
switching power is large in the synchronous circuits. To solve 
this problem, we propose an NCL based new asynchronous 
circuit design method in order to improve the power 
consumption in the integrated circuits. In addition, we use the 
AES decryption design as an example to illustrate the 
advantages of the proposed approach.  

Karl Fant and Scott Brandt firstly proposed NCL in 1994. It 
is a delay-insensitive logic and pertains to asynchronous logic. 
NCL firstly targeted at designing very large scale integrated 
circuits and application specific integrated circuits with lower 
power, lower electromagnetic interference, and lower noise 
[1]. Today, NCL is studied for many purposes such as built-in 
self-test for multi threshold NCL asynchronous circuits [10], 
exploiting dual-rail register invariants for equivalence 
verification of NCL circuits [11], formal verification of 
completion-completeness for NCL circuits [12], the realization 
of FinFET using static NCL threshold gates [13] and low 
power consumption [14], [15].  

The AES decryption is studied in various ways by many 
authors in [16], [17], [18], [19], and [20], but all of these 
studies have not shown the significant optimal design method 
for power consumption. In [19], and [21], the authors studied 
the AES decryption using the synchronous method, but the 
synthesis result of the power consumption was not 
implemented. Similar to [19], [21], the power consumption in 
[18], [22], [23], [24] is synthesized by various tools, but these 
results have not reached the most optimal level. In addition, 
the AES decryption studied by the NCL based asynchronous 
method [17] was only simulated by the VCS tool, but the 
result of the power consumption was not synthesized. 
Therefore, we propose realizing the AES decryption by using 
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the new asynchronous method based on NCL to demonstrate 
the power consumption improvement of the proposed method. 
In the study process, we implement two pipelined AES 
decryption models by using the synchronous method and the 
NCL based asynchronous method. Besides, we implement an 
extra automatic test model. Both of the two AES decryption 
models are simulated by the VCS tool and are synthesized by 
the DC tool with the same standard cell libraries in 65nm 
technology. Also, we make a comparison between two methods 
about power consumption, area, and operating speed to show 
the significant low power consumption of the proposed method. 

The rest of this article is arranged as follows: a description of 
NCL and the general flow of the AES decryption algorithm are 
introduced briefly in Section 2 and Section 3. Then, Section 4 
and Section 5 give out the proposed AES decryption models 
using the synchronous circuit design approach and the NCL 
based asynchronous circuit design approach. Subsequently, the 
automated test pattern, the simulation and synthesis results, and 
some comparisons between the two methods are presented in 
Section 6 and Section 7. Finally, Section 8 gives a conclusion of 
the advantage of the proposed method. 

II. NULL CONVENTION LOGIC 
NCL is not only a symbolically complete logic template, but 

also a template that is not sensitive to latency. The NCL based 
asynchronous circuits always operate correctly regardless of the 
component and wire delays [25], [26]. To achieve the goal 
mentioned above, NCL circuits employ quad-rail logic or dual-
rail logic [26]. A traditional single-rail logic signal is made up 
of one rail whereas an NCL signal D is made up of two wires 
D0 and D1. A traditional logic signal is converted to a dual-rail 
signal as shown in Table. I [27]. Both D0 and D1 cannot be in 
state 1 simultaneously, because this is an illegal state. 

 

 
To implement NCL circuits, the threshold gates with 

hysteresis are used in designing asynchronous integrated 
circuits. 27 threshold gates are utilized to design NCL circuits 
presented in detail in [25]-[27]. A threshold gate is symbolized 
ThnmWm1m2. Whereas m is the total number of inputs, n is 
the threshold value that means at least n of m inputs must 
become ‘1’ state before the output will become ‘1’ state, w is 
the weight of the inputs with values m1, m2. Fig. 1 illustrates 
the fundamental threshold gate and Fig. 2 is a typical case of a 
1-bit NCL register. 

 

 
A common framework of an NCL asynchronous system in 

Fig. 3 consists of two NCL registers and a combinational logic 
circuit inserted between two registers [28]. The framework of 
the NCL asynchronous circuits is like the framework of the 
traditional synchronous circuits. The flow of data between 
combinational logic blocks is controlled by using registers. 
Thus, to design an NCL system, the designers can comply with 
the same primary stages of the synchronous designs. 
Additionally, when changing from the synchronous design flow 
to the asynchronous framework, NCL circuits are often the best 
option with the lowest conversion costs. 

 

 

III. THE AES DECRYPTION BLOCK DIAGRAM 
The encryption process converts a "plaintext" into a 

"ciphertext" through a key that conceals the original 
information. Otherwise, the decryption process is the inverse 
cipher process of the encryption process. It helps to restore 
plaintext from a ciphertext. During the decryption process, the 
ciphertext is transformed by functions such as AddRoundKey, 
InvSubBytes, InvShiftRows, and InvMixColumns to generate 
intermediate data called the state. The key cipher is transformed 
by the KeyExpansion function, as in the encryption process. 
However, the order of the round keys used during the 
decryption process is in the inverse order of the round keys in 
the encryption process, meaning that the 10th round key will be 
used first. The second key is the ninth-round key and so on, and 
the last key is the original key. The implementation of the five 

 
Fig. 3 NCL pipeline system 

 

 
Fig. 1 The primary threshold gate 

 
Fig. 2 1-bit NCL register 

 

Table. I Dual rail signal 

code 

Dual-rail logic D1 D0 

DATA0 0 1 

DATA1 1 0 

NULL 0 0 

ILEGAL 1 1 
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functions mentioned above is illustrated in [17], [19], [29] and 
is employed through three stages as shown in Fig. 4.  

 
AddRoundKey transformation is an important stage in the 

decryption process. The ciphertext and the round key are 
distributed in the 4x4 byte matrices, in which each byte of the 
ciphertext is exored bitwise with the corresponding byte of the 
10th round key of the encryption process. An example is shown 
in fig. 5. 

 
Then the result of this AddRoundKey transformation is 

continued to be implemented by InvShiftRows transformation. 
In this transformation, the first row of the state matrix is 
unchanged, while the second row is shifted right 1 byte, the 
third row is shifted right by 2 bytes and the fourth row is shifted 
right by 3 bytes. This transformation is illustrated in Fig.6. 
 

 
The final transformation of the initial step is InvSubbyte 

transformation as shown in Fig. 7. In this function, each byte of 
the state matrix which is the output of the previous invShiftrow 
transformation, is substituted by another byte specified in the 
AES algorithm. The table specifying alternative values for the 
InvSubByte function is called the inverse S-box table. 

 
The next stage is the repeat decryption stage including four 

sub-steps implemented by four transformations. In addition to 
the three transformations in the first stage, the InvMixcolumns 
transformation is done by taking each column of the state matrix 
multiplying modulo (1) with a fixed polynomial (2) over GF(28) 
[17]. 
 G(x) = x4 + 1 (1) 

F(x) =        E0x092xD03xB0 +++   (2) 

Where 0B, 0D, 09, 0E is hexadecimal values. 
As presented in [29], this can be inscribed as a matrix 

multiplication (3). 
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Where 3i0    
This repeat stage is reduplicated nine times, whereas the 

InvKeyExpansion alteration must be carried out in parallel with 
the AddRoundKey transformation to generate a key for this 
transformation. 

The final stage is the output generation stage, where the result 
of the previous stage is implemented by AddRoundKey 
transformation with the original key to restore the plaintext. 

IV. THE PROPOSED AES DECRYPTION MODEL USING 
THE SYNCHRONOUS DESIGN METHOD 

 
The AES algorithm is symmetrical, so the decryption is 

performed in complete contrast to the encryption. The 

 
Fig. 4 The AES decryption block diagram [17], [19]  

 

 
Fig. 5 AddRoundKey transformation 

 

 

 
Fig. 7 Invsubbyte transformation 

 

 

 
Fig. 6 InvShiftrows transformation 
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decryption comprises 10 main rounds, 1 sub-round, 12 
synchronous registers using 256-bit D flip-flop, a clock 
distributor, a signal to reset, and an 11-stage pipelined system.  

Fig. 8 shows a general diagram of the synchronous AES 
decryption with a pipelined system. Functional blocks are 
simulated and synthesized for some parameters such as the 
power consumption, the processing speed, and area by VCS and 
DC tools using TSMC 65nm technology libraries. 
 

 
 

V. THE PROPOSED AES DECRYPTION MODEL USING 
THE NCL BASED ASYNCHRONOUS DESIGN METHOD 

The AES decryption process, which consists of 10 main 
rounds and 1 last round with the 128-bit ciphertext input 
combined with the 128-bit key creating the 128-bit plaintext, 
will be performed in contrast to the encryption process. The 

AES decryption block diagram is shown in Fig. 9. Both the 
synchronous and asynchronous decryption models are pipelined 
by a system of registers, which will be the best way to 
contribute to reducing power consumption. In addition, 
replacing a single functional unit with an 11-stage pipelined 
unit also reduces the amount of logic in a clock cycle at the 
expense of more registers [30].   

 
This first round consists of 4 functions in which data and the 

key are exored by the AddroundKey transformation, then the 
data are converted through the InvShiftrow function and the 
InvSubbyte function to create a new data. Fig. 10 shows the 
structure of the first round. The structure of the rounds from 
round 1 to round 9 shown in Fig. 11 has five functions such as 
AddRoundKey or Exor, InvMixcolumn, InvShiftRow, 
InvSubbyte, and InvKeyGen transformation. Especially, the last 
round only carries out the AddRoundKey transformation as 
shown in Fig. 12. The output of this round is the 128-bit 
plaintext. 

 

 
Fig. 9 The NCL based asynchronous AES decryption model  

 

 
Fig. 8 The synchronous AES decryption model 
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The general structure of the NCL registers from register 1 to 

register 9 as shown in Fig. 13 includes two 128-bit NCL 
registers, two detection circuits for Data and Key, and a 
threshold gate th22. The output of th22 is carried to the input of 
the previous register. Particularly, the first NCL register has no 
detection circuit, illustrated in Fig. 14, and the last register has 
a data input and a data output. 

 

 

 

VI. THE PROPOSED AUTOMATIC TEST MODEL FOR THE 
AES DECRYPTION 

To be able to test many cases, we propose the automatic test 
model as shown in Fig. 15. This model is only used to verify the 
results of both synchronous and asynchronous AES decryption. 
It includes an AES decryption block (HDL), an AES decryption 
block (Matlab), four memories to store data, and one 
comparison block. Mem1 is used to contain the ciphertext, 
Mem2 stores the key, Mem3 holds the results of the AES 
decryption block using Verilog language, and Mem4 
accommodates the results of the AES decryption block using 
Matlab language (golden results). At first, ciphertext and key 
are taken the AES decryption block (Matlab) using Matlab 

 
Fig. 10 The structure of the initial round 

 
Fig.11 The structure of round 1 – round 9 

 

 
Fig. 12 The structure of the final round  

 
 

 
Fig. 13 The structure of an NCL 128-bit register and completion 

detection circuit 
 
 

 
Fig. 14 The structure of the first NCL register 
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software to create golden data and the results are stored in 
Mem4. Then to create data from the AES decryption block 
(HDL), input data from mem 1 and mem 2 is loaded into the 
AES decryption block (HDL). Finally, the results of the AES 
decryption block (HDL) are compared to the results of the AES 

decryption block (Matlab). The result of the comparison is true 
if both data in mem 3 and mem 4 are the same and vice versa is 
false.  By using this test model, just providing N data and key, 
N cases are executed and compared. 

 

VII. RESULTS AND DISCUSSION 
Both the synchronous and asynchronous AES decryption 

models are simulated by the VCS tool of Synopsys using 
TSMC 65nm technology libraries for two cases with Key and 
ciphertext in Table II. 

 
The waveform of both models are displayed in the Fig. 16 

and Fig. 17. 

  

 
 

 
 

Fig. 15 The automatic test model 

 

 
Fig. 16 The waveform of the asynchronous NCL AES decryption model 

Table. II Two test cases 

 Case 1 Case 2 

Cipher-
text 

128’h69c4_e0d8_6a7b_0430_ 
d8cd_b780_70b4_c55a 

128’h3514_3da5_c83d_bba6_ 
8a49_cc93_4de9_3417 

Key 128’h0001_0203_0405_0607_ 
0809_0a0b_0c0d_0e0f 

128’h524b_9651_adef_2154_ 
010f_cbb5_4633_0477 

Plain- 
text 

128’h0011_2233_4455_6677_ 
8899_aabb_ccdd_eeff 

128’h524b_9651_adef_2154_ 
010f_cbb5_4633_0478 
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Ciphertext and Key are two input signals. When rst_n = ‘0’ 
(low active), the output is reset at the ‘0’ state. Similar to the 
synchronous design, a pair of NULL alternated between a pair 
of Data is one of the conditions to implement the pipeline in 
the NCL based asynchronous designs. The simulation results 
in an automated test environment for both the synchronous 
and NCL based asynchronous AES decryption models are 
shown in Fig. 18 and Fig. 19. 

Both synchronous and NCL asynchronous AES decryption 
models are synthesized by the Design Compiler tool of 
Synopsys using TSMC 65nm technology libraries. Some 
libraries used for synthesis are listed as follows:  

scadv12_cln65lp_hvt_ff_1p32v_0c.lib,  
scadv12_cln65lp_hvt_ff_1p32v_125c.lib, 
scadv12_cln65lp_hvt_ff_1p32v_m40c.lib. 

Because the Design Compiler tool currently supports only 
the synchronous designs, the synthesis results in terms of area, 
power, and delay are proper. While the synthesis results of the 
NCL based asynchronous designs have to be recomputed to 
get accurate results, the power consumption and the cycle time 
are computed from (4) [30]. 
 Ptotal = Pdynamic + Pstatic  (4) 

Where,   Pdynamic = Pswitching + Pinternal 

Pswitching = α.CL.f.Vdd
2 

α: the active factor 

CL: the load capacitance 

f: the switching frequency 

Vdd: supply voltage 
For NCL based asynchronous designs, the frequency f is 

used to provide Data or Null. Thus, the Design Compiler tool 
only calculates the appropriate power, when the clock signal is 
added to the design. This clock signal is used to control the 
delivery of data with a predefined frequency and is only added 
when measuring power, i.e the measurement of area and delay 
have no clock. 

The terms speed and delay are the same as in the 
synchronous design. The cycle of the NCL based 
asynchronous design is determined by (5) the cycle with the 
greatest delay [31]. 
 Tdd = 2*(Tcomb + Tcomp) (5) 

Tdd: the processing time of Null/Data 
Tcomb: the delay of the combinatorial circuit 

Tcomp: the delay of the complete detection circuit 

 

 
Fig. 17 The waveform of the synchronous AES decryption model 
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 The synthesis results of the synchronous and NCL based 
asynchronous AES decryption paradigm pipelined are 

presented in Table. III. 

 

 
The total area of the NCL based asynchronous design is 3.3 

times larger than that of the synchronous design, which is also 
the biggest disadvantage of most NCL based asynchronous 

designs. Currently, there are many studies on different NCL 
CMOS models to reduce area [32]. Therefore, the result of the 
area can be improved using the NCL library with other CMOS 
models. 
 The power consumption of the NCL based asynchronous 
design is much smaller (roughly a quarter) than that of the 
synchronous design. There is a significant decrease in power 
consumption because while the NCL based asynchronous 
circuits only switch when DATA and NULL are being 
processed, the clocked Boolean circuits switch every clock 
pulse [28]. Therefore, as the synchronous circuits work at a 
higher frequency, the larger the number of switching times, 
the greater the power consumption is illustrated in Fig. 20. 
The low power consumption is one of the most outstanding 
advantages of the NCL based asynchronous circuit design 
method. Besides, the power consumption in the NCL based 
asynchronous designs is improved much more by using other 
techniques such as Sleep Convention Logic (SCL) [33], Multi-
threshold CMOS [34]. 

Large delay in the NCL based asynchronous designs 
reduces the operating frequency compared with the 
synchronous designs. However, because the NCL based 
asynchronous designs do not use the clock, they easily achieve 
a maximum speed. In contrast, the synchronous designs are 

 

Fig. 18 The automated test result of the synchronous AES decryption model 

 

 

 

 
Fig. 19 The automated test result of the NCL asynchronous AES decryption model 

 

 

 
Table. III The comparative synthesis results of the 

synchronous and asynchronous aes decryption paradigm 

AES decryption 65ff_m4

0c 

65ff_0c  65ff_125

c 
 
 

Area 

(µm2) 

Asyn 872251 872489 871714 

Syn 265810 265772 265794 

Asyn/syn 3.2815 3.2828 3.2797 

 
Power 

(mW) 

Asyn 2.7086 2.7307 3.4065 

Syn 11.7256 11.8045 12.4047 

Syn/Asyn 4.3290 4.3229 3.6415 

 
Max 

Speed 

(MHz) 

Asyn 149 142 131 

Syn 930 900 830 

Syn/Asyn 6.2416 6.3380 6.3359 
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difficult to achieve a maximum speed because it requires 
designers to analyze timing closely and calculate the delay 
avoiding clock-related issues. Reducing delay or improving 
the speed has also been studied through optimal methods such 
as early completion [35], Null Cycle Reduction (NCR) [36], 
threshold combinational reduction [37]. 

Fig. 20 shows the influence of the frequency on power 
consumption. As the frequency increases, the switching 
process in the synchronous circuit will be faster, which results 
in more power consumption. Meanwhile, the NCL based 
asynchronous designs do not use a clock, switching power will 
be less affected. 

To show the highlight of the NCL based asynchronous 
design method, we compare the power consumption between 
the NCL based asynchronous design and the other low power 
synchronous designs. All of the designs are measured with the 
operating frequency at 100 MHz. 

 
Table. IV shows that the power consumption in our work is 

much lower than the power consumption in the other works. 
Particularly, there is a significant improvement of power 
consumption in our work, in which the power consumption 
reduces by 94.43% and 98.39% compared to [18], [24] 
respectively. When compared with the low power 8-bit AES 
core architecture in [38], the power consumption in our work 
is 31.73% less than its power consumption.    

 
 

VIII.  CONCLUSION 
In this research, we proposed the two AES decryption models 

using two different methods which are the synchronous method 
and the NCL based asynchronous method. Besides, the 
automated test paradigm for both AES decryption models 
mentioned above is also proposed to help test functionality 
correctly. The pipelining technique is applied for the 
synchronous and NCL based asynchronous circuit models to 
improve speed in the low power design field. It is obvious that 
the NCL based asynchronous method gives the integrated 
circuits a reduced amount of power consumption (about three 

times) compared with the synchronous method and a significant 
improvement (from 94% to 98%) compared with the results of 
the other authors. Moreover, the NCL based asynchronous 
designs do not utilize the clock pulse, so they are able to achieve 
a high processing speed. In terms of area, this is a disadvantage 
of the NCL based asynchronous designs. In the digital circuit 
designs, if the low power criterion is the first choice, the NCL 
based asynchronous circuit design method will be an excellent 
candidate. Although we use the same TSMC standard cell 
libraries in 65nm technology for both models, the low power 
advantages of the NCL based asynchronous design technique 
are still evident. In future work, we will design an NCL CMOS 

Table. IV Comparison of proposed ncl aes decryption and existing 
counterpart 

Design Power (mW) 
NCL asynchronous (Our 

work) 2.7307 

[24] 49 

[18] 170 

[38] 4.0 
 

 

 

 

 
Fig. 20 The influence of the frequency on power consumption 
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library system to synthesize for NCL based asynchronous 
designs. At that time, the synthesis results of area, power, and 
delay will be fully promising.  
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